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Abstract

1. RISC (Rare Incidents, Strong Consequences)

Large global banks (roughly the 100 largest banks) are required under Basel 2 to each develop an internal model for operational risk, of a complexity that allows the bank to estimate/quantify their 1-in-1000 years worst case year of operational risk loss. Internal models need to satisfy the bank's regulator. The recent operational risk loss at Société Générale (SG), from unauthorised trading by Jérôme Kerviel, is such a RISC loss. Whether SG's loss from Kerviel's unauthorised trading is a 1-in-100 years or 1-in-5000 years loss is almost anyone's guess, but if it is one day deemed to be a 1-in-100 years loss, then operational risk is currently being grossly under-estimated.

2. Immanent Risk

Operational risk is immanent; any organization that undertakes activities has operational risk, and the more activities an organization undertakes, the greater that operational risk. An organisation's operational risk only disappears when the organisation terminates its activities. The exercise of calculating operational risk requires estimating for every identifiable operational risk both 1) a frequency distribution for the frequency of failure of the control of the risk, and 2) a severity distribution for the loss severity consequent upon the control failure happening. Estimating these probability distributions, both frequency and severity distributions, and aggregating them together, is the business of operational risk quantification, and the mathematics involved is that of actuarial (insurance) mathematics. Software will be available to give the attendants an idea how scientific, or unscientific, the practice of operational risk quantification really is.

3. Power Law

Unlike market and credit risk which are usually not considered to show power-law behaviour (some people might dispute this statement), the stylized facts of operational risk suggest power-law characteristics for losses greater than some threshold (say $ 1mio). Specifically, it is the severity distributions that show power-law characteristics. The frequency distributions (frequencies of control failures) are modelled by Poisson distributions. The problem of operational risk having power-law characteristics is compounded by another problem: it is very difficult to estimate the power law slopes for severity distributions, and there is no available theory to explain why risk A should have a higher power law slope than risk B. The consequence of all this is that it is very hard to scientifically validate models of operational risk.

4. Why Power Law?

There are at least 2 approaches to explaining power law characteristics: there is the self-organized criticality (SOC), or edge of chaos (EOC), explanation, and there is the highly optimized tolerance (HOT) explanation. In the practice of operational risk estimation, no attempt is made to explain why operational risk losses empirically show the stylized facts that they do, and hence there is no preference for one or the other explanation.

5. Mitigation of Operational Risk

Operational risk is immanent, so it's maybe an oxymoron to talk about the mitigation of operational risk. But society's controllers like to believe that operational risk is mitigated by the addition of controls. But do additional controls really mitigate operational risk? Don't controls just decrease the frequency of losses, but increase the severity of those losses? The other form of mitigation is insurance: insurance has the effect of pooling risk, of socializing risk. Capitalism is the system where profits are privatized, and losses are socialized? Question: how do we measure the performance of an investment manager who invests in a portfolio of principal-at-risk catastrophe bonds (cat bonds are bonds that pay extra interest income, but if an agreed catastrophe takes place, the investor loses principal)?

6. Institutionalization & Socialization

Operational risk is a good example of how a 'new' discipline, or practice, emerges, institutionalizes itself, and socializes itself. ...And so successfully that, as an institution, it no longer questions what it was supposed to address, and whether it is addressing what it was supposed to address. In other words, it shows all the characteristics of any other institution.
